Validating OneSpan Signatures with the Tungsten (formerly Kofax)
Power PDF Reader

If you find that Tungsten Power PDF is informing you that it cannot validate the identity of OneSpan
signatures on a document, you can follow these instructions to set up the Tungsten reader to validate
these signatures.

1. Open a PDF with a OneSpan signature.

2. Open the signatures panel by clicking the ‘Signatures Panel’ button near the top right of the
screen, just above the document.
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3. This will open a panel on the left where you can view the signature details. Right-Click on the
‘Rev. 1 Signed by OneSpan’ line in the signature details and select ‘Properties’.
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4.
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Click on 'Verify Identity’.

Signature Properties b4

General Date/Time

Vaidity Status
?‘2 Signature valdity unknown.

The revision of the di t that was d by Vul’vmmJ
this signature has not been modified, but there have =
been subsequent changes to the document,

Vaidity Unknown
Revocation checks were not performed.

The path from signer’s to an issuer’s certificate was
successful.
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Revision 10f 2 | Vewverson | all

Addtonal Information
Signed by: | OneSpan (TM) <doud_operations@anespan,com> |
Date: | 2022/09/23 07:57:17-0500' |
Reason: | E-SIGNED by Bryan Kay (kayb@michigan.gov), ID: m6QO0e722QuO |
Location: | Clent IP: 162.108. 11.137, Transacton ID: neeN4XceEc-ed_Knp'1| t

A new window will appear. Click the ‘Add to List” button.
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contact the owner (by phone, e-mail, etc.) and confirm that one of the fingerprint numbers
matches the fingerprint number of their Certificate.

Click 'Add to List' if a fingerprint number matches and you want to always trust this Certificate: the
te wil then be added to your list of 'Trusted Certificates’,

Click 'Cancel' if the fingerprints do not match or if you cannot contact the Certificate holder,

Contact nformation for certificate owner:
Name: I OneSpan (TM) <doud_operations Gonespan,com> | Detais...

MDS5 Fingerprint: lCMlHﬂSMDﬂFWWﬁES SASS ]

SHA-1 Fingerprint: [emamwwzxm&emra&ms&!awsm |




6. After selecting ‘add to list’, the Verify Identity window will close, and you will see the Signature
Properties window. Select ‘Verify Identity’ again and click the ‘Add as a Trusted Root’ button.

Verify Identity X

We suggest that you verify the identity of the owner of this Certificate. To verify this identity please
contact the owner (by phone, e-mail, etc.) and confirm that one of the fingerprint numbers below
matches the fingerprint number of their Certificate.

Click "Add to List' if a fingerprint number matches and you want to always trust this Certificate: the
Certificate will then be added to your list of Trusted Certificates’.

Click 'Cancel' if the fingerprints do not match or if you cannot contact the Certificate holder,

Contact information for certificate owner:

Certificate information

Mame: | OneSpan (TM) <doud_operations@onespan. com = Details. ..

MD5 Fingerprint: | C441 6477 6759 D7/F 9F03 0BB4 7395 SADS |

SHA-1 Fingerprint: | E350 82E0 BAG4 8D21 FDBE F967 EGBY 635E EBOY 5659 |

Add to List Add as a Trusted Root Cancel

7. Close the signature properties window.

If you close and re-open the document the OneSpan signature(s) should now show as valid. Moving
forward, any documents you open with OneSpan signatures will now show as valid.



